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ARTIFICIAL INTELLIGENCE 
AND THE EMERGENCY 
SERVICES SECTOR 

WHAT IS ARTIFICIAL INTELLIGENCE (AI)? 
The term ‘artificial Intelligence’ according to 15 U.S.C. 9401(3) is: 

A machine-based system that can, for a given set of human-defined objectives, make 
predictions, recommendations, or decisions influencing real or virtual environments 

Artificial intelligence systems use machine- and human-based inputs to: 

• Perceive real and virtual environments
• Abstract such perceptions into models through analysis in an automated manner
• Use model inference to formulate options for information or action

OVERVIEW OF AI CATEGORIES 
Artificial Narrow Intelligence (ANI): also called ‘Weak 
AI’, ANI is designed and trained to perform specific 
tasks. It has ability to enable robust applications such 
as Apple Siri, Amazon Alexa, Microsoft Copilot, OpenAI 
ChatGPT, Google Bard, IBM Watson, and self-driving 
cars. 

Artificial General Intelligence (AGI): aims to create 
machines that can match human intelligence in terms 
of self-awareness, problem-solving ability, learning, and 
future planning. 

Artificial Super Intelligence (ASI): would exceed the 
cognitive capacity and competence of the human brain. 
Although the idea of such strong AI exists, there is 
currently no practical application of it in use. 

AI IN THE CONTEXT OF THE EMERGENCY 
SERVICES SECTOR (ESS) 
AI applications can positively enhance ESS work on 
the ground by improving efficiency, accuracy, and 
decision-making processes. There are various key 
areas where AI can be impactful such as call 
prioritization and dispatch optimization, predictive 
analytics and risk assessment, real-time patient 
monitoring and triage, natural language processing for 
enhanced communication, image and video analysis 
for medical diagnosis or policing, and robotic 
assistance for search and rescue.  
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AI RISKS OF ADVERSARIAL USE 
As AI-enabled software systems become increasingly prevalent among adversaries, the cyber threat landscape is 
expanding rapidly. In this context, it is crucial for ESS to be aware of the potential risks associated with using AI, 
such as hallucinations, misuse, statistical bias, privacy concerns, alignment issues, safety concerns, autonomy, 
and control. In addition, the quality of the AI output can pose risks that should be taken into consideration. 

AI SECURITY CONSIDERATIONS 
While deploying and operating AI systems, the ESS should be mindful of security considerations to ensure the safety 
and security of these systems. CISA’s Guidelines for Secure AI Systems Development suggests four key areas within 
the AI system development life cycle: secure design, secure development, secure deployment, and secure operation 
and maintenance. 
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AI USE BY THE ESS 
A growing number of Law Enforcement, Fire and Rescue Services, Emergency Medical Services, Emergency Management, 
and Public Works organizations have recognized the benefits of integrating AI applications and tools into their operations. 
By leveraging AI technology, these organizations are able to enhance the efficiency, accuracy, and decision-making 
processes of their respective departments, ultimately helping them better serve their communities and keep people safe. 

AI Use Cases in the ESS 

Law Enforcement 22 police departments around the country are deploying an AI body-camera review tool that 
automatically scores an officer’s language and detects events like use-of-force 

Fire and Rescue 
Services 

WA State is using an AI product for wildfire detection to help detect, identify, and extinguish new 
ignitions before they become threats 

EMS 
Organizations can now use an AI-facilitated tool that guides emergency call center dispatchers in 
determining status, condition, and real-time recommendations for patient care and dispositions 
in the field 

Emergency 
Management 

A national lab has developed an AI tool providing situational awareness and damage assessment 
within hours of a natural disaster or other emergencies 

Public Works Cities can now benefit from a digital platform to trial and advance the usage of AI to improve 
public services 

TOOLS, TRAINING, AND PROGRAMS 
DHS, Artificial Intelligence Use Case Inventory: This inventory contains on-classified and non-sensitive AI use cases. 
dhs.gov/data/AI_inventory 
CISA AI Use Cases:  This webpage provides an overview of examples and use cases of AI efforts that are underway at 
CISA.  cisa.gov/ai/cisa-use-cases 
U.S. General Services Administration’s AI Community of Practice (AICoP): This resource provides training sessions 
intended to introduce concepts and theory around AI to empower federal employees with awareness of the technical 
concepts underlying AI. coe.gsa.gov/2023/09/06/ai-update-6.html 
NIST Trustworthy & Responsible Artificial Intelligence Resource Center (AIRC): The center supports and 
operationalizes the NIST AI Risk Management Framework (AI RMF 1.0) and accompanying Playbook and will grow with 
enhancements to enable an interactive, role-based experience providing access to a wide-range of relevant AI 
resources. airc.nist.gov/home 
System Assessment and Validation for Emergency Responders (SAVER) Program: DHS Science and Technology 
Directorate (S&T) National Urban Security Technology Laboratory (NUSTL) manages the SAVER Program to assist 
emergency responders in making procurement decisions including AI powered products. dhs.gov/science-and-
technology/saver 
NITRD, AI Research Program Repository: Allows users to find funding and collaboration opportunities through a 
directory of active Federal AI research programs. nitrd.gov/apps/ai-research-program-repository/ 
The National Governors Association Center for Best Practices: This is a state resource list on AI that currently provides 
links to federal-level activities, state executive branch activities, state legislative actions, local-level activities, and 
resources for technical assistance. nga.org/wp-content/uploads/2023/10/State-Resource-List-on-AI-Oct-2023.pdf 
Interpol Artificial Intelligence Toolkit: This Toolkit aims to help law enforcement agencies address the most pressing AI 
challenges. interpol.int/en/How-we-work/Innovation/Artificial-Intelligence-Toolkit 
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Intelligence to Improve Public Services (October 2023) bloomberg.org/press/bloomberg-philanthropies-launches-city-
ai-connect-for-mayors-to-trial-and-advance-generative-artificial-intelligence-to-improve-public-services/ 
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For more information, visit CISA | Emergency Services Sector or email the Emergency Services Sector Management Team 
at EmergencyServicesSector@cisa.dhs.gov. 

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/emergency-services-sector
mailto:EmergencyServicesSector@cisa.dhs.gov
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
https://www.ibm.com/artificial-intelligence?utm_content=SRCWW&p1
https://www.cisa.gov/resources-tools/resources/roadmap-ai
https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development
https://www.prnewswire.com/news-releases/carbyne-unveils-game-changing-call-triage-capabilities-within-its-apex-emergency-call-management-platform-ushering-in-new-era-for-9-1-1-services-301851658.html
https://www.prnewswire.com/news-releases/carbyne-unveils-game-changing-call-triage-capabilities-within-its-apex-emergency-call-management-platform-ushering-in-new-era-for-9-1-1-services-301851658.html
https://www.prnewswire.com/news-releases/carbyne-unveils-game-changing-call-triage-capabilities-within-its-apex-emergency-call-management-platform-ushering-in-new-era-for-9-1-1-services-301851658.html
https://www.dnr.wa.gov/news/commissioner-franz-announces-new-ai-wildfire-fighting-technology-pilot-partnership
https://www.dnr.wa.gov/news/commissioner-franz-announces-new-ai-wildfire-fighting-technology-pilot-partnership
https://www.prnewswire.com/news-releases/1st-police-department-in-michigan-to-deploy-body-camera-analytics-301891661.html
https://www.pnnl.gov/projects/rapid-analytics-disaster-response
https://www.pnnl.gov/projects/rapid-analytics-disaster-response
https://www.bloomberg.org/press/bloomberg-philanthropies-launches-city-ai-connect-for-mayors-to-trial-and-advance-generative-artificial-intelligence-to-improve-public-services/
https://www.bloomberg.org/press/bloomberg-philanthropies-launches-city-ai-connect-for-mayors-to-trial-and-advance-generative-artificial-intelligence-to-improve-public-services/
https://firstwatch.net/
https://www.linkedin.com/pulse/next-generation-emergency-management-homeland-ai-gerlach-mpa-mep/
https://www.cisa.gov/emergency-services-sector
mailto:EmergencyServicesSector@cisa.dhs.gov

	WHAT IS ARTIFICIAL INTELLIGENCE (AI)?
	OVERVIEW OF AI CATEGORIES
	AI in the Context of The Emergency Services Sector (ESS)
	Artificial Intelligence  and the Emergency Services Sector
	AI Risks OF ADVERSARIAL USE
	AI Security Considerations
	AI Use BY THE ESS
	Tools, Training, and Programs
	References


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice





